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From The Auditor General

    I want to wish everyone a WONDERFUL HOLIDAY SEASON and a HAPPY NEW YEAR.  Without question, this last year has been stressful -- more so than normal because of the potential merger and recently the possibility of outsourcing.  As of mid-December we still are waiting decisions on both issues.  

    On 29 November I presented to the ASA(M&RA) The Auditor General’s rationale for the Army exempting the vast majority of auditor (AAA and IR) positions from competition.  Some positions I felt were inherently governmental and a few should be competed.  I assume that we will learn of the ASA(M&RA) decision early next year.

    On the potential merger, I was working toward a final decision paper to be presented to the Secretary by 20 December 2002.  In that regard, I asked two IR chiefs to work with two Agency personnel to prepare an outline for that package.  It appears now that the decision paper will not be called for until early next year.  I do not have a date and I am not going to venture a guess.  I’m about zero for six on guesses.  Again, I’ll let you know as soon as I hear something on this issue.

    Let me say that I want to thank all of for your professionalism during this last year.  Even though we have had a lot of concerns and issues we have not failed the commands we serve or the soldiers on point.  I thank all of you for your dedication to duty and your delivery of a valuable service.

    Again, I wish you and your families a VERY MERRY AND SAFE HOLIDAY SEASON and a HAPPY NEW YEAR.

-Gene Reardon


"Time goes by so fast, people go in and out of your life. You must never miss the opportunity to tell these people how much they mean to you." 

-"Cheers"
Where’s a Good Crystal Ball When You Really Need One?

The question on everyone’s mind as we approach the holidays is – ‘Will the Army decide to merge all auditors under The Auditor General?’  The long anticipated answer should be forthcoming sometime in 2003.  Maybe.  Now where’s that crystal ball?

The KPMG study to compare and contrast audit services in the Army contracted by the Assistant Secretary of the Army (Financial Management and Comptroller) will be briefed to Mrs. Pack on 17 December.  We’ve not been privy to their findings and I’m not yet getting a vision from the crystal ball.  

Now all that could be delayed if Secretary White is replaced as Secretary of the Army.  Both national and local Washington news media are reporting that all three Service secretaries will soon be replaced.  In fact, the current Secretary of the Navy has already been nominated by President Bush to be the Deputy Director of Homeland Security.  Pretty soon you may not know the players without a scorecard or possibly a crystal ball.

I’m sure that even a chipped crystal ball could tell us how Army auditors will fair under the Third Wave initiative!  That’s Secretary White’s initiative to contract out as many as 150,000 civilian “non-core” jobs.  Exemption requests are in, but only the crystal ball can tell us whether internal audit will be contracted out.  Say doesn’t the private sector have some experiences with that?  Shouldn’t need a crystal ball to see how that will work!

There is one thing that doesn’t change.  That’s the fact that things will always change.  Don’t throw up your hands and fade into the woodwork.  With the war on terrorism, a potential major conflict with Iraq, and with the Army transforming itself all happening at the same time; commanders need your objective information and problem solving abilities more than ever right now.  Don’t look for a crystal ball.  Look instead to find out what you can do to help.            


"Pick battles big enough to matter, small enough to win."

-Jonathan Kozol

Our “IR Family” is Strong

by Mr. Frank J. Bono, Director, Army Reserve IR&MCP


Recently, I read an article in the newspaper that was written by Dr. Joyce Brothers [no relation to George].  She was writing in light of 9/11 and its reminder of life’s fragility.  As a result, she stated, many of us hunger to know the secrets of caring families – those who make good times better and tough times more endurable.  Strong is only one word for such families.  Other words are functional, balanced, happy, successful, or content.  She discusses ten keys or principles that strong families live by.

What follows are the ten principles discussed by Dr. Brothers and this author’s thoughts on how our “IR family” is strong and lives by these ten principles.  And I hope as you read this article that you think about how your experiences with the “IR family” have demonstrated these principles.



Principle #1 - “Our Family comes first.”  We support each other and make sacrifices to show that support.  We volunteer to instruct at joint USAAA/IR training courses.  We volunteer to serve on process action teams.  We give 110% for our commanders and other customers.



Principle #2 - “We belong together and (we belong) apart.”  The word “we” is used but “I” is not forgotten.  We can go off on our own even if the direction is one that “we” have never followed before.  We’ve developed AMS, the quick reaction audit, and guidance for providing our customers consulting and advisory services that they truly value. 


Principle #3 – “We are a democracy.”  We have an IRSG that makes decisions, resolving differences while respecting others’ viewpoints and accepting compromising solutions.


Principle #4 – “We treat each other well.”  We care when one of the family is sick or hurting.  Positive strokes outnumber negative broadsides by a wide margin.  Our quality assurance program, to include our required external QA and our self-assessments, gently offer positive criticism.  We regularly express appreciation.  We have award and recognition programs that express our appreciation for excellence.


Principle #5 – “We roll with the punches.”  Strong families are adaptable.  They see changes as challenges.  They don’t sweat the small stuff.  They just breathe deeply and move on.  The Army IR Program has survived reorganizations, downsizing, outsourcing, budget cuts, consolidations, takeovers, etc., etc.


Principle #6 – “We pay attention.”  Strong families are good listeners.  We survey our customers to determine their needs; and to obtain their “gentle criticism” of our services.  Then we adapt.


Principle #7 – “We cherish family time.”  We come together annually at the symposium not only for the excellent training but also, and more importantly, for the friendship and comradeship.



Principle #8 – “We branch out.”  We share our experiences, our good ideas, and help each other.  We take care of our own.



Principle #9 – “We want to improve the world.”  We want to support our commanders in accomplishing their missions, using their resources effectively and efficiently, improving management controls, etc.



Principle #10 – “We have faith.”  We trust one another.  We have a sense of connection/belonging to the larger picture.  We have purpose, reflected in the things we do for others.  Small problems provide a chance to grow; larger ones are lessons in courage.  We try to live – every single day- looking not only inward [how can we better ourselves, our products, our services] but also outward [how can we better our organizations].


In conclusion, I hope first that you consider the Army IR community a family; and, more importantly, a strong family as defined minimally by the ten principles discussed above.  I also hope you apply these principles to all of your other “families.”

I close with the following thoughts to bring forth the best of your “families:”

· Hold family meetings.  Make “how are you doing?” the focus of every meeting.  Let everyone speak; and, when they do, listen to them.  Conclude on a positive note.

· Show appreciation.  Say “thank you” every opportunity you have.  Compliment when deserved.  The more you do it, the easier it gets.

· Criticize kindly.  Try to overlook the small things, the things that don’t matter, so it is rarely necessary to criticize at all.

· Enjoy one another.  Have fun.  Take the time to know “your family” outside of the normal environment.

· Reach out.  Look for opportunities to serve.  Market your services.

· Give something up.  Listen.  Compromise when it’s the right thing to do.  Don’t let your ego get in the way of common sense.


"Challenges are what make life interesting; overcoming them is what makes life meaningful." 

-Joshua J. Marine
CAATTs Conference
by R. deWayne Beers, U.S. Army Medical Command

I was privileged to attend the 21-23 Oct 02 Computer Assisted Audit Tools and Techniques (CAATTs) conference in Ottawa, Ontario, Canada.  I was invited and sponsored by The Auditor General, Mr. Francis E. "Gene" Reardon, to attend the conference.

MG Keith Penney, Canadian Department of National Defence Chief Review Services (CRS), welcomed all participants to the conference and expressed his support of the use of CAATTs.  Sponsored by the CRS, the conference was designed to facilitate an exchange of ideas among senior technical experts in CAATTs, and to foster discussion on the use of CAATTs in the organizations represented by the attendees.  

Mr. David G. Coderre, senior auditor for Canadian Department of National Defence CRS Information Support and Analysis Section and a recognized expert in CAATTs development and use, put the conference together.  Mr. Coderre has authored three books, CAATTs and other BEASTs for Auditors, (now in its Second Edition), Fraud Detection: Using Data Analysis Techniques to Detect Fraud, and Fraud Toolkit for ACL.  Mr. Coderre has been a valued presenter at our DA Internal Review Symposiums; he presented a breakout session on CAATTs at our most recent symposium in Scottsdale, Arizona.

Several member organizations of the Association of Defence Auditors participated in the conference.  The following provides a brief overview of each attending organization’s capabilities and how they are structured to provide CAATTs support: 

- Canada – CRS.  The CRS has a section called Information Support and Analysis (ISA) with two full time CAATTs specialists.  The ISA assists about 65-70 auditors in the Defence Department, as well as investigators of possible frauds, with various CAATTs, training, complex analysis, and researching new data sources. 

- United Kingdom Ministry of Defence (MOD).  The UK has combined its information system auditors and CAATTs specialists into a single group of nine specialists supporting about 80 auditors in the MOD.  The use of Interactive Data Extraction and Analysis (IDEA) is restricted to CAATTs specialists.  

- Australian Department of Defence.  The Management Audit Branch has 4 CAATTs specialists that support about 55 auditors – as well as fraud investigators.  

- US Department of Defense Inspector General (DODIG).  The DODIG has had several recent CAATTs success stories including the audit of Purchase Cards.  Riding on the success of these initiatives, there is a plan to establish a Data Mining division that may address US federal government issues – reducing duplication of effort and providing ‘Best Practices’ across all government departments.

- US Army Audit Agency (USAAA).  The USAAA has an Information Technology Team to improve the efficiency and effectiveness of their audits.  There are 4 people at the corporate level – addressing policy, training and access issues and a number of CAATTs specialists in each directorate providing direct support to audit teams.  

- US Air Force Audit Agency (USAFAA).  The USAFAA has focused a great deal of attention on training and retaining a qualified staff.  They have developed a two-week CAATTs course that includes general information of CAATTs and instruction on the use of Excel, Access and Audit Command Language (ACL).  

- US Naval Audit Services (USNAS).  The USNAS has launched initiatives such as Knowledge Management and contracting out for CAATTs expertise.  Although all auditors are expected to be familiar in using various CAATTs, they do not have an office exclusively dedicated to CAATTs.  Auditors use Excel and Access regularly on audits and selectively use data extraction, mining, and advanced analytical tools.  

Most of the attendees used ACL.  There was some discussion regarding the benefit of ACL versus IDEA; however, the consensus was that the capabilities were generally comparable and that in each successive version features and capabilities of one tended to “leapfrog” the other and vice versa.  My take was that the advantage of using ACL was that you’d probably have a better support network (in the Defense audit community) for getting help simply because more people seemed to use ACL.   (Note: this is particularly true in North America.)

Also discussed and illustrated were advanced techniques using databases such as Microsoft Access and spreadsheets such as Microsoft Excel.  As well as the ability to sort, stratify, and extract data, these tools can quickly search for duplications or gaps in sequences; join databases, and improve efficiencies in current processes by reducing or eliminating manual processes.  

Particularly mind numbing was a presentation by Mr. Dean Brooks, President of Ekaros Analytical Inc., on Benford’s Law, Ratio Analysis, and ontic distributions.  While he left us dizzy with technical explanations of “Zipf’s Law” and “Pareto’s Law”, he did give us a sense of the usefulness of each through examples of practical application.  And, his reassurance that ACL can apply Benford’s law and do ratio analysis was a relief for those of us not ready for prime time manual calculations.  

The conference included presentations by most of the participants.  They provided insight on how CAATTs were used in an audit or review to either increase the scope of the review or reduce the time expended on the effort.  Topics included: (i) telecommunications – assessing switch capacities; (ii) mobilization – determining whether number paid equaled number mobilized; (iii) purchase cards – evaluating controls; (iv) internet usage – evaluating appropriate usage; (v) base housing – determining whether persons living in quarters were also receiving housing allowance; (vi) deployed airlift capability – comparing the required resources (personnel and equipment) to total airlift capability; (vii) expeditionary planning – evaluating whether rotational units have similar capabilities; (viii) data integrity – evaluation of accuracy and completeness of data in key information systems; (ix) airfare – analysis of commercial flights to identify cases where the organization paid more than government discount rates; (x) asset valuation – evaluating whether correct unit of issue was in the system, and whether currency and unit prices are in the inventory and financial systems were correct; and (xi) equipment purchases – evaluation of local purchase versus stock numbered items.

The presentations illustrated that CAATTs significantly improved audit effectiveness and efficiency during the planning, conduct and reporting phases of some audits as well as the overall management of the audit function.  In some cases, techniques developed for reviews have been handed over to departmental managers to assist them in the ongoing operation of their functional areas.  

While the tools don’t do the audit work for you, they can narrow the scope considerably.  For example, Mr. Coderre demonstrated a live data example of a review of accounts payable on which he used ACL to perform a ratio analysis (looking at highest, second highest amount per bill, etc) of several million records and found 10 that looked suspicious.  One of the 10 items showed a $1.25 million high invoice with the second highest invoice being under $3,000.  Upon review of the invoice, the auditors found it was actually a $1,250 invoice incorrectly entered by a clerk.  The $1.25 million bill had been paid and the error went undetected until the ratio analysis was performed.    

Attendees all indicated they had encountered obstacles in obtaining data from their own systems and all agreed that getting access to, obtaining, and understanding data was a greater hurdle than analyzing it.  The Canadian auditors were generally more advanced than all other representatives in their data mining efforts.  They have developed access to and downloads from every major information system in their Department of Defence.  Updated periodically, these downloads are available for auditors and managers to analyze data and review anomalies.  Using advanced software such as ACL, they are able to analyze millions of transactions quickly and ferret out those that require further review.  Their data and analyses are now much sought after by upper management.  

The conference was exceptional; I had no problem staying awake – in fact, I never even took a CAATT nap!  In addition to the technical pointers I got, I was fortunate to meet some interesting people from several other countries and audit organizations – all facing similar challenges in accomplishing their missions.  And I realized that, while most of us won’t become CAATTs experts, we can all benefit from an increased knowledge and utilization of Computer Assisted Audit Tools and Techniques.  


"I hear and I forget. I see and I remember. I do and I understand." 

-Confucius

Self-fulfilling Prophecy

     by Jennifer R. Baxter, AMC IR
As it is known and taught today in management and education circles, the notion of the self-fulfilling prophecy was conceptualized by Robert Merton a professor of Sociology at Columbia University.  In a 1957 work called 'Social Theory and Social Structure', Merton said the phenomenon occurs when "a false definition of the situation evokes a new behavior, which makes the original false conception come true."  In other words, once an expectation is set, even if it isn't accurate, we tend to act in ways that are consistent with that expectation.  Surprisingly often, the result is that the expectation, as if by magic, comes true.

Magic certainly was involved in the ancient myth from which the idea of the self-fulfilling prophecy takes its other common name. As Ovid told the story in the tenth book of metamorphoses, the sculptor Pygmalion, a prince of Cyprus, sought to create an ivory statue of the ideal woman. The result, which he named Galatea, was so beautiful that Pygmalion fell desperately in love with his own creation. He prayed to the goddess Venus to bring Galatea to life. Venus granted his prayer and the couple lived happily ever after.  That's where the name originated but a better illustration of the "Pygmalion Effect" is George Bernard Shaw's play Pygmalion, in which Professor Henry Higgins insists that he can take a Cockney flower girl and, with some vigorous training, pass her off as a duchess. He succeeds.  But a key point lies in a comment by the trainee, Eliza Doolittle, to Higgins' friend Pickering: "You see, really and truly, apart from the things anyone can pick up (the dressing and the proper way of speaking and so on), the difference between a lady and a flower girl is not how she behaves, but how she's treated.  I shall always be a flower girl to Professor Higgins, because he always treats me as a flower girl, and always will, but I know I can be a lady to you because you always treat me as a lady, and always will." 

Consciously or not we tip people off as to what our expectations are.  We exhibit thousands of cues, some as subtle as the tilting of heads, the raising of eyebrows or the dilation of nostrils, but most are much more obvious. And people pick up on those cues.  The Pygmalion effect could be an important key to creating or improving a work force.  Everything should be done to create a highly positive attitude about employees in the minds of supervisors and employees should feel that their supervisors and the organization believe in their potential as people.

My introduction to this prophecy occurred during a recent graduate studies course on Leadership and Organizational Behavior.  During this course we touched on this concept in our discussion of the set-up-to-fail syndrome, which is a negative form of Pygmalion or self-fulfilling prophecy. The classic demonstration of this phenomenon took place in a classroom setting in the 1960s.  At the beginning of the school year, teachers were told that a few of their students were potential "late bloomers" who, given the proper encouragement, should excel. In fact, these students had been randomly picked from the class rosters and were no different from their peers. Later on in the school year, however, the "late bloomers" were indeed doing better and had even improved their scores on standardized IQ tests compared to their earlier performance and the performance of the other children in the class.  What was responsible for the change? The teachers in the study probably gave the "late bloomers" more attention, encouragement, and feedback, and had higher expectations of them, all of which resulted in their improved performance.

I elected to discuss this prophecy because I am an intern and based on the ‘titles’ and ‘labels’ assigned to interns as a whole, there is often the feeling of the false conception and expectation. Although many interns are not recent college graduates, the title alone suggests that we are novices to the working class and/or to the organization.  Therefore, the expectations placed upon us do not give us the opportunity to showcase the talents and skills gained through years of prior work and life experience.  As witnessed during the Intern Leadership Development Course recently, this seems to be the general consensus among the intern community, regardless of command or organization.  Of the various commands and organizations represented, approximately 90% of the attendees had an example of being ‘slighted’ or overlooked based on their being an intern.  A large majority of the examples included instances of tasks being completed by someone other than the intern, alleviating the need to take time out for training.  Many cited this as contributing to a lack of incentive to perform to their known potential and many of them did not feel they could approach their supervisor regarding their concerns. 

The interns in today’s Army have advanced degrees, a wealth of knowledge, prior work and life experience and have merely accepted an internship as a means to accelerate promotion. While some in management may view interns as people learning the organization or the processes that the organization uses, others, as well as those not in management, seem to consider the internship program as an inference on education or "general" qualifications. Managers and supervisors should be aware of the prophecy discussed here as well as aware of how they present their interns to those outside their organization.  Additionally, managers should ensure they impart a positive motivating attitude that fosters a belief in all employees’ ability to perform.  Interns should have a clear understanding that there is no question of them performing well and they should be given assignments and training opportunities to showcase their full potential.  Additionally, everyone should be given the opportunity to share lessons learned as well as contribute ways to better conduct business, regardless of  ‘the way things have always been done’. Over all, the organization should strive to create an understanding among its employees that their potential is great and all that is needed is for that potential to be brought out.  

For more information on the self-fulfilling prophecy and how to relate to your ‘Managers-in-training’, visit these related sites: 

http://www.accel-team.com/pygmalion/prophecy_01.html

http://www.enleadership.com/articles/articles_navy.html

http://www.hrzone.com/articles/pygmalion_effect.html

Deep Trouble: A Skipper's Chance To Run a Trident Sub Hit Stormy Waters --- Vociferous Commander Had An Abrasive Style and It Grated on Florida's Crew --- Ballistics Over `Mr. Pibb', Wall Street Journal; New York; Nov 20, 1997

http://www.fastcompany.com/online/23/grassroots.html
 

If being an egomaniac means I believe in what I do and in my art or music, then in that respect you can call me that ... I believe in what I do, and I'll say it." 

- John Lennon 


True or False

The human body will explode in space if unprotected. 

(Answer on Page 22)


"Any activity becomes creative when the doer cares about doing it right, or doing it better." 

-John Updike 

Installation Status Report--FY03, Data Collection

It's that time again!
by Dennis Joe, IR Director, FORSCOM

With all of the changes--HQ realignments and the establishment of the Installation Management Agency--previous participation in DA working groups to develop metrics for the IR community are now starting to formalize into programs and should pay off greatly in the future. What does this mean????  The pieces of the puzzle are starting to fit!    

For the past four years the IR community has been involved in developing and testing metrics for Service Based Costing (SBC) and Installation Status Reporting, Part III-Services (ISR III).  We've also been engaged in the development of the Baseline Service metrics.  Well, DA, specifically the Assistant Chief of Staff for Installation Management (ACSIM), is NOW going to use this data for developing the Program Objective Memorandum.  SBC, ISR III, and Baseline Services will become the funding models IR offices at the installation levels.  What does this mean???  This is important stuff!

Here is a quick refresher. SBC provides a cost of the service, based on the cost drivers - audit days and reports.  ISR III provides a measure of service quality.  Baseline Service Metrics (this is still work in progress) will provide the metrics for determining the resource requirements for POM submission.  If a quality or a baseline rating is not Green, then additional resourcing is needed.  What does this mean??  The

IR mission will be resourced at the installation level, based on the ACSIM models!  The ISR III metrics (quality) developed for the IR community are (i) Return on Investment; (ii) Score from the last QA review; (iii) Percent of required follow-ups completed; (iv) Percent of available time used for audit; and (v) Audit Productivity.  The metrics for SBC are number of available days and number of "Completed" engagements.  Review of your FY 01 input identified many with inaccurate data.  Please ensure that your input is in accordance with the SBC  instructions and also check to ensure that the number of positions is reported accurately.  AR 210-14, Army Installation Status Report Program contains your guidance.  Appendix A, FY

03 SBC/ISR III implementing instructions, contain a copy of the metrics.  Both of these references can be found on the web-base program at:  http://isr.pentagon.mil/.  

Further, HQDA has announced that the data collection process is to be completed by 1 Apr 03 for POM development.  The data required for input into SBC, ISR III and those proposed for Baseline Services is readily available.  It all comes from your semiannual report and will eventually be incorporated into the Audit Management System.  What does this mean?  Check with your local ISR/SBC representation to get your local reporting instructions and timelines.  Make sure that you are counted!

   "Great ability develops and reveals itself increasingly with every new assignment." 

-Baltasar Gracian, The Oracle

Happy Holidays!

Fraud, Waste and Abuse in Government,  Part I
by Yves M. Mayard, MBA, CGFM, CDFM, NGB IR

This is a two-part article on fraud, waste and abuse in the government. The first part talks about fraud, waste and abuse and the conditions that are conducive to fraud and why they occur. The second part – which will be in the next issue of The IR Journal - talks about recent actions by Congress to help bring about better accountability in government and auditors’ expected role in that endeavor. The second part will also take an up-to-date look at the effectiveness of these actions. 

In instances where fraud, waste and abuse of government resources occurred, it is often found that responsible managers were more concerned with getting the job done than ensuring the adequacy of management (internal) controls or accountability over resources. They - more often - did not maintain or demonstrate a positive attitude toward management controls. Consequently, accountability problems continue to plague the government sector, creating conditions susceptible to fraud, waste and mismanagement. Research performed on fraud has found that lack of segregation of duties has played a major role in the ability of perpetrators to commit illegal acts. Large budget deficits, reports of government fraud, waste and abuse, and public outcry for better accountability over taxpayers’ dollars have opted government officials to seriously think about increasing accountability of resources in the government. As a result, Congress passed the Federal Managers’ Financial Integrity Act of 1982 (FMFIA). However, continued reports of wrong doings in the government, years after this law was enacted, indicated that FMFIA has not been very effective in accomplishing Congress’ accountability goal. 

Enactment and Implementation of FMFIA

Prior to the enactment of FMFIA, the General Accounting Office (GAO) and other government auditing activities consistently reported internal control weaknesses in government entities and made applicable recommendations to fix them. In some cases, these weaknesses resulted in fraud, waste and abuse of government resources. For example:

· On 31 August 1976, in an article entitled “Panel Uncovers Medicaid Fraud”, the Dallas Morning News reported that “A congressional investigation, that included undercover work by Utah Sen. Frank Moss, found much of the money paid by taxpayers for the Medicaid program is wasted.”  The article also pointed out that “28 Texas physicians--six of them in Dallas--each received more than $100,000 from Medicaid during 1974…Nonetheless, the thrust of the staff report is there is much fraud and waste in the 10-year-old Medicaid program and federal action is needed to correct the program's "abysmal" administration at all levels of government. According to investigators for the committee, from one-quarter to one-half of the $15 billion a year being spent on the program is wasted through poor quality of care, fraud and providing services to ineligible persons.
· In 1980, in a report entitled Unauthorized Commitments: An Abuse Of Contracting Authority In The Department Of Energy, the GAO reported that Department of Energy (DOE) program personnel who did not have contracting authority had asked contractors to perform work: that circumvented established procurement regulations and eliminated the opportunity for competition (a lack of competition usually results in higher costs to the government). GAO found that these unauthorized commitments were due to poor program planning, emergency program needs, and program delays in approving procurement requests. The GAO reported that procurement officials later legitimized the unauthorized commitments using procurement practices which were not always managerially sound and which violated the Federal Procurement Regulations. Program personnel who make unauthorized commitments and accept voluntary goods or services from contractors also risk violating the Anti-Deficiency Act.
The above are just two of many examples of fraud, waste and abuse in the government. In 1982, the constant reporting of internal control weaknesses and irregularities in government prompted Congress to pass FMFIA. The passing of this act was Congress’s first attempt to strengthen internal controls and provide for better accountability over resources within federal government entities.

The FMFIA required the head of each executive agency to: 

· Establish management controls to provide reasonable assurance that: 

· Obligations and costs are in compliance with applicable laws.

· Funds, property, and other assets are safeguarded against waste, loss, unauthorized use, or misappropriation.

· Revenues and expenditures are properly recorded and accounted for.

· Programs are efficiently and effectively carried out according to the applicable law and management policy. 

· Report annually to the President and Congress on whether these management controls comply with requirements of the Integrity Act, to include the following: 

· A report identifying any material weaknesses in these management controls, along with plans for their correction.

· A report on whether accounting systems comply with the principles, standards, and related requirements prescribed by the Comptroller General, to include deficiencies and plans for their correction. 

  
The FMFIA of 1982 is implemented within the executive branch by OMB Circular A-123 and within Department of Defense (DOD) by DOD Directive 5010.38. The United States Army (US Army) implemented the requirements of this Act by issuing Army Regulation 11-2 (AR 11-2). The regulation provides guidance to Army commands and agencies on how the Act will be implemented in the US Army. AR 11-2 only requires management to report internal control weaknesses that are perceived to be material and provides the following two conditions for a weakness to be considered material:

1. It must involve a weakness in management controls, such as management controls not in place, not being used or inadequate. Resource deficiencies in themselves are not management control weaknesses. 

2. It must warrant the attention of the next level of command, either because that next level must take action or because it must be aware of the problem. This requires a subjective management judgment, particularly in determining whether the next level of command must be aware of a weakness. The fact that a weakness can be corrected at one level does not exclude it from being reported to the next level, since the sharing of important management information is one of the primary reasons for reporting a material weakness.

However, FMFIA was not very effective in accomplishing the Congress’s goals. Implementation of the Act was a mere paper shuffle from the bottom to the top, with a final report going to Congress and the President. In a book entitled Public Dollars, Common Sense, the authors commented that, “the act did not provide any consistent structure, leadership mandates, or specific tools with which financial managers could bring about fundamental reform. Like many other well-meaning but complex statutes, FMFIA is a paper exercise in many organizations and a massive one at that” (Phillips, Brown, Kinghorn, West, 1997). During the 1980’s, the US Army Audit Agency (USAAA) and Army internal auditors have evaluated implementation of the Act as part of their audits and have consistently found no evidence that responsible managers have actually performed required tests of internal controls when answering questions on internal control checklists. This would be similar to an auditor reporting the results of an audit step without performing the step. As a result, internal control weaknesses and lack of accountability over resources continued to be a problem throughout the 1980’s, 1990’s and beyond.    

Conditions Susceptible to Fraud, Waste and Mismanagement

Internal control weaknesses and a lack of accountability over resources create an environment in government entities that is susceptible to fraud, waste and abuse. Fraud and other irregularities in government entities have been very costly to taxpayers. Throughout the 1980’s and 1990’s the GAO has been at the forefront of reporting cases of fraud and waste that resulted in substantial losses due to lack of accountability and poor management controls. Within the Department of Army, the Army Audit Agency and Army internal review offices have consistently reported internal control weaknesses and made applicable recommendations to fix them. Research performed by accounting and finance professionals have found that – among management control weaknesses - lack of segregation of duties played a major role in the conditions that contributed to fraud, waste and abuse.

Examples of Fraud or Reported Conditions Susceptible to Fraud After FMFIA

The following are several examples of actual fraud, waste, and abuse or reported conditions that were found to be conducive to irregularities and errors:

· In 1994, the GAO reported that nine contractors owed the government about $30.3 million in overpayments that were made to the contractors. In addition to the amounts of the overpayments, the GAO reported that it could cost the government about $5,800 per day in trying to recover the overpayments.

· In 1994, the GAO performed an audit of property management at the Department of Energy (DOE) and found, among other things, that approximately $74 million worth of property was missing.
Within the Army, the USAAA and other Army internal review activities, have consistently reported similar problems. For example, an Army internal audit office has reported the following in its audit reports:

· Due to lack of segregation of duties, a US Army hotel employee was able to change the amounts on credit card vouchers and take the cash equivalent of the difference from the cash register. For example, the employee would change a credit card charge from $100 to $200 by changing the “1” to a “2” and then taking the $100 cash equivalent of the difference from the cash register. 

· The employee had custody of the cash registers, reviewed and consolidated the different cashiers’ reports, including cash and credit card submissions, consolidated and mailed the credit card vouchers to the banks, and prepared and made journal entries into the hotel’s accounting system. In addition, there was no evidence that another person (such as a supervisor or the hotel manager) reviewed the employee’s work. This fraudulent activity went on for a long time before it was uncovered.  

· An audit of an Army installation minor construction contract (Job Order Contract or JOC) program found that one individual was responsible for preparing minor construction work orders, negotiating terms and prices with the contractor, administrating and managing the performance of the contractor (including periodic inspections of contractor progress), and performing final acceptance inspections for the work orders.

· After reporting to management that this condition was susceptible to fraud, waste, and abuse, management’s first response was that they trusted the employee who had been working for the installation for many years. 

This last management response to an auditor’s report of a condition susceptible to fraud, waste and abuse was very common. In a 1997 Government Accountants Journal article, it’s stated that “trusted persons become trust violators when they conceive of themselves as having a financial problem which is non-sharable, are aware that this problem can be secretly resolved by violation of the position of financial trust and are able to apply to their own conduct in that situation verbalizations which enable them to adjust their conceptions of themselves as trusted persons with their conception of themselves as users of the entrusted funds or property” (Welch, Holmes, Strawser, Spring 1997)
. In that same article, the authors pointed out that, “by its very nature fraud is deceptive. The perpetrator instigates his or her fraud when (s)he perceives that an opportunity exists to do so without negative repercussions. Thus, the victim of the fraud may exhibit characteristics that offer the perpetrator the ability not only to commit fraudulent activity, but also to conceal it (Welch, Holmes, Strawser, Spring 1997).”
 

Most, if not all, experienced government auditors would be in consensus with these thoughts: ‘Most fraudulent acts are committed because management has provided the perpetrators with the opportunity by creating conditions susceptible to fraud waste and abuse, such as a lack of segregation of duties.’  An employee could have historically been the most trustworthy and honest person in an organization. However, a very serious personal financial crisis could easily translate into the person’s violation of this trust by embezzling funds if the temptations are present. A temptation means that the controls are so weak that the person thinks or knows the illegal act could go unnoticed. 

Results of Research Performed On Fraud, Waste and Abuse

A number of researchers have identified the underlying conditions that resulted in fraud, waste and abuse. The Association of Government Accountants performed one such research effort. The results of the Association’s research were published as a two-part article in 1997. The association obtained its data from a mail survey distributed to the 8,000 active members of the Association of Certified Fraud Examiners. Each member was asked to describe in detail an instance of fraud with which (s)he was personally familiar. A total of 2,475 usable responses (30.9 percent response rate) were obtained. Of these, 208 (8.4 percent) reported and described defalcations against agencies of the Federal Government committed by employees and vendors, working alone and in concert with others. Specific responses were sorted by the type of perpetrator and then analyzed using frequency statistics and averages. In the first part of the fraud article, the authors provided a profile of the perpetrators and examined the victims of fraud to identify those characteristics that made them vulnerable to defalcations (Welch, Holmes, Strawser, Spring 1997):

· The Perpetrators. The authors pointed out that “crimes of a financial nature were typically committed in areas in which the instigators possess knowledge obtained from their occupations. Thus, individuals holding jobs that encompass a wider range of organizational activities may be in a position to perpetrate more complicated (and costly) irregularities”.
 The following table shows the make-up of the perpetrators based on the results of the research:

	Perpetrator Profile
	Number of

Cases
	Percentage

Of Cases

	Employees in Management Positions
	31
	14.9%

	Employees in Non-Management Positions
	76
	36.5%

	Government Vendors/Contractors
	46
	22.1%

	Persons in Collusion with Others
	55
	26.5%

	Totals……………………………………………………...
	208
	100%


· The Victim Agencies/Activities. The research found that “Irrespective of perpetrator, more fraud occurred in the Department of Defense (DOD) than in any other agency (management 54.9 percent, non-management 43.4 percent, vendor 52.2 percent and collusion 50.9 percent). Other than DOD, the agencies victimized varied. Management also targeted the State Department and the executive and congressional agencies (both 9.7 percent). Non-management employees were more active in health/housing/human services (13.2 percent), the Internal Revenue Service (13.2 percent) and enforcement and justice (9.9 percent). Additionally, vendors victimized health/housing/ human services (8.7 percent). Collusive activities occurred in finance/banking (9.1 percent) and the IRS (7.3 percent). No agency, however, is immune to defalcations.”
 However, the authors pointed out that the fact that DOD appears to be the most frequent victim of fraud in the federal sector does not necessarily mean that the agency had more internal control problems than other agencies. The authors believe that this may only reflect the relative size of DOD, as well as the volume and nature of the business it undertakes.

The most significant finding concerning the victim activities is that even though many of the federal agency victims maintained internal audit departments, all of the victims exhibited internal control weaknesses. A wide variety of the control weaknesses contributed to the successful perpetration of fraud. Most importantly, when these weaknesses were ranked on a scale of 1 (most important) to 7 (least important), lack of proper separation of duties was ranked as quite important in many irregularities instigated by management or non-management employees working alone and by individuals working in collusion to defraud the agency. This finding does not necessarily mean that the internal audit offices were not doing a good job for the victims. The above-cited Job Order Contract (JOC) case regarding the lack of separation of duties reported by an internal audit office is case in point. The main problem that internal auditors run into is the lax attitude that management inhibits toward internal controls. In the JOC case, management’s answer to the auditors was that they trusted the individual employee. 

Part II of the fraud article reported the characteristics of the fraud schemes and the methods used to detect and confirm the frauds. The specific illegal acts reported in the study affected many agencies and the resulted losses exceeded  $157 million. The good news is that once these fraud elements have been identified and isolated, they will be useful in the detection, identification and, even more importantly, the prevention of fraudulent activities within government.

The study concluded that the “diversion of receipts and the falsification of disbursements are mechanisms frequently used to steal cash. Regardless of the scheme employed, however, collusion often prolongs the period of concealment. The methods used to implement defalcations and the impact of these frauds on the victim agencies are reflected in the following table:
	
	Type      of      Perpetrator

	
	Employees
	Non-Employees & Collusion

	
	Management
	Other
	Vendor
	Collusion

	Number of Fraud Cases
	31
	76
	46
	55

	Amount of Losses ($000’s)
	$97.2
	$45.0
	$400.0
	$500.0

	Methods / Conditions

(As A % of Fraud Cases)
	
	
	
	

	Lax Organization Attitudes
	67.7%
	79.0%
	63.0%
	69.1%

	Override Existing Controls
	54.8%
	47.4%
	28.3%
	45.5%

	Lack of Segregation of Duties
	71.0%
	63.2%
	34.8%
	63.6%

	Authorize Unapproved Activities
	61.3%
	60.5%
	32.6%
	50.9%

	Exploit Untrained personnel
	38.7%
	55.3%
	34.8%
	43.6%

	Lack of Assets Safeguards
	48.4%
	48.4%
	17.4%
	40.0%

	Manipulate Documentation
	58.1%
	60.5%
	43.5%
	49.1%

	Exploit Lack of Inventory Counts
	45.2%
	61.8%
	41.3%
	49.1%

	Duration of Scheme (Mean Months)
	22.7 
	24.1
	35
	27.4

	Scheme Complexity (1=Simple, 7=Complicated)
	3.26
	2.95
	3.76
	4.11


As the above table shows, lack of segregation of duties contributed greatly to the fraudulent acts. This research found that, “Regardless of which element is used to sort the schemes, management-level employees repeatedly relied on the same mechanisms to instigate their activities. They exploited a lack of segregation of duties, lax attitudes toward rules and policies, poor authorization procedures and insufficient documentation controls to both perpetrate and conceal their fraudulent activities. When personnel lacked competence, management was able to institute a greater variety of fraudulent mechanisms than with any other element.” Non-management personnel on the other hand, most frequently took advantage of lack of proper separation of duties, weak accountability for inventories, authorization lapses and documentation problems. Auditors would agree that detecting fraud is not an easy task, especially in an environment where essential internal controls are lacking, or where many perpetrators are in collusion to commit the illegal act.


Strand, Welch, Sharp, and Holmes performed a research to provide empirical evidence to identify red flags associated with frauds taking place in government entities, and to compare the results to red flags provided in SAS 82. The red flags, or conditions, that resulted in the fraudulent acts, identified in their research were similar to the ones identified in the research results cited earlier. They found that lack of segregation of duties was responsible for 104 of the 178 cases that they studied, and served as red flags for all types of fraud. More specifically, they found that an inappropriate segregation of functions was present in 72.6% of the cash receipts fraud, 37.1% of the cash disbursement frauds, and 36.4% of the non-cash asset defalcations.  

Summary

Management controls and accountability problems have plagued the federal government for years. As a result, Congress passed FMFIA in hopes that the Act would result in better accountability of resources in government entities. However, continued reporting of fraud, waste and abuse in government indicated that FMFIA was not very effective in achieving its goal because management had a lax attitude towards management controls. Research of fraud cases found the lack of segregation of duties to have played a major role in the conditions that led to fraud, waste and abuse. 


"Cowards die many times before their deaths;
The valiant never taste of death but once." 

-William Shakespeare
 

 

PUZZLES WE’VE SEEN

Decipher the hidden meaning in this set of letters –

MAUD

 (The answer to this puzzle will appear in our next edition.)

Answer to September’s Puzzle –

“Put ‘it’ in writing”


"In simplest terms, a leader is one who knows where he wants to go, and gets up, and goes." 

-John Erksine, The Complete Life 

The Training Corner

by Michelle Doyle, SAAG-ZI

Below is the most current auditor-training schedule for FY03.  There have been a few changes since the last publication.  Quota allocations have been provided to your MACOM training coordinator.  

	SCHOOL
	COURSE DATE
	LOCATION

	
	
	

	Audit Process - Basic Course 
	21 Oct-1 Nov 02
	Nashville, TN

	
	3-14 Feb 03
	Nashville, TN

	
	
	

	Intermediate Auditor Tracks 
	3-7 Feb 03
	San Antonio, TX

	
	28 Apr-2 May 03
	Bloomington, MN

	
	28 Jul-1 Aug 03
	Nashville, TN

	
	
	

	Senior Auditor Tracks
	10-14 Mar 03
	Austin, TX

	
	16-20 Jun 03
	Bloomington, MN

	
	
	

	IR Chiefs Course
	31 Mar-4 Apr 03
	Kansas City, MO

	
	15-19 Sep 03
	Columbus, OH

	
	
	

	Leadership Development Course
	24-28 Feb 03


	March ARB, CA



	
	24-28 Mar 03
	March ARB, CA

	
	5-9 May 03
	March ARB, CA

	
	2-6 Jun 03
	March ARB, CA

	
	
	

	Communications Skills Course
	19-23 May 03
	San Antonio, TX

	
	4-8 Aug 03
	San Antonio, TX

	
	
	

	Advanced Communications 
	3-7 Feb 03
	Alexandria, VA

	
	5-9 May 03
	Alexandria, VA

	
	14-18 Jul 03
	Alexandria, VA

	
	
	

	Fraud Investigative Tools for Auditors
	16-19 Dec 02


	Wilmington, DE



	
	7-11 Apr 03
	Coronado Naval Base, CA

	
	
	

	Data Analysis:  Using CAATTs
	14-18 Jul 03
	Alexandria, VA

	
	
	

	IR Training Symposium
	18-22 Aug 03
	Scottsdale, AZ

	
	
	

	PPBES
	TBD
	TBD

	
	
	

	Fiscal Law
	TBD
	TBD

	
	
	




"The credit belongs to the man who is actually in the arena, whose face is marred by dust and sweat and blood; who strives valiantly; who errs and comes short again and again, who knows the great enthusiasms, the great devotions, and spends himself in a worthy cause; who at best, knows the triumph of high achievement; and who, at the worst, if he fails, at least fails while daring greatly, so that his place shall never be with those cold and timid souls who know neither victory nor defeat." 

-Theodore Roosevelt, "Citizen in a Republic", April 23, 1910

Management Control Corner

by William Harris, Director, Management Services and Travel Card

On 19 November 2002, the Army’s FY 2002 Statement of Assurance on Management Controls was approved without change and signed by the Secretary of the Army and delivered to the Secretary of Defense.  The statement reported a total of 12 material weaknesses in management controls, three of which were reported for the first time in FY 2002.  Of these 12 material weaknesses, two were corrected during FY 2002 and the other ten were carried into FY 2003 for further action.  These 12 material weaknesses are:  

· In-Transit Visibility Policies and Procedures  (new)
· Line-of-Duty and Incapacitation Pay  (new)

· Army Purchase Card Program  (new)

· Standard Procurement System Interface with Computerized Accounts Payment System 

· Financial Reporting of General Equipment 

· Customer Service Call Center Backlog  (closed)

· Management of Unexploded Ordnance 

· Pollution Prevention Management  (closed)

· Manpower Requirements Determination Process 

· Financial Reporting of Equipment In-transit 

· Information Systems Security 

· Automated Mobilization System

As in past years, the Army statement was supported by:  feeder statements from MACOM commanders and HQDA staff principals; a final review by the Senior Level Steering Group; and a USAAA review of both the management control program and the annual statement, resulting in an independent assessment from The Auditor General.  Feedback from the OSD Comptroller staff was very complimentary.  To all of you who supported your command’s efforts in the annual statement process, our thanks. 

Next, I’d like to share a couple of training items with you.  As you may know, the Government Audit Training Institute, under the US Department of Agriculture Graduate School, offers two courses that have been tailored to the Army’s management control process:  a two-day course designed to train Army management control administrators and a one-day course designed to provide an overview for managers.  Both courses can be taught on-site on a contract basis, upon request.  In addition, individual seats for the two-day administrator’s course are available at specific locations and dates.  Information on these courses, to include the FY 2003 schedule for the administrator’s course, is attached and is also available on our management control website (go to: http://www.asafm.army.mil/fo/fod/mc/mct/mct.asp).

The Army’s FY 2003 Management Control Training Conference will be held again at the Renaissance Scottsdale Resort in Scottsdale, Arizona.  However, the conference this year will be held 19-20 June instead of in August.  This change is designed to make attendance easier for our management control administrators, who are typically busy with their feeder statements in August.  Last year’s conference was a big success and the 120 slots went quickly.  Our guidance for the FY 2003 conference should go out in January or February through MACOM management control channels.

Finally, Debra Rinderknecht and I want to wish the Internal Review community a very Merry Christmas and a great New Year.  

"The best way to escape from a problem is to solve it." 

-Alan Saporta
 
IR Roundup
Awards – 

· Messrs. Greg Dorney and George Freeman, Garrison, APG IRAC Office, received performance awards in conjunction with their annual appraisals.  Keep up the great work! 

· Congratulations to Ms. Jackie Flowers and Mr. Chuck Lusk, Pine Bluff Arsenal IRAC Office.  Both received exceptional performance awards. 

· Messrs. Dominic D’Orazio and Joseph Galanthay and Ms. Chris Linthicum, CECOM IRAC, received performance awards in conjunction with their annual appraisals.

· Mr. W. H. "Wally" Wallace, USAR IR received the Superior Civilian Award in August 2002.
Hail –

· Welcome aboard to Mr. Joe Topper, Staff Auditor, Garrison, APG IRAC Office who came to IRAC on 4 November from DCAA. 
· Welcome aboard to Mr. Al Figueroa, Staff Auditor, Garrison, APG IRAC Office who came to IRAC on 18 November from HUD.
· In July 2002, Mr. Jack Van Meter accepted a position with HQ USAREUR IRACO.  Jack, a two-time retiree (Civil Service and NAF) is no stranger to the Internal Review Community or Germany.  After retiring from DODIG, Jack was with CFSC Internal Review for 13 years – 10 years were spent in Germany where he was responsible for managing audits in Korea as well as in Germany.  Jack, who’s young at heart, said he simply wanted to come back to work.  We’re glad he did and we welcome him back to the Internal Review Community and to our IRACO team in Heidelberg.
· Mr. Tom Robertson accepted a position with HQ USAREUR IRACO and transferred from the U.S. Navy Support Activity, La Maddalena, Italy in May 2002.  Prior to his assignment in Italy, Tom was a member of the IRACO team at Eighth U.S. Army in Seoul, Korea.  We welcome Tom and his family to Germany and him back to the Army Internal Review Community.  We wish him much success in his new position. 
· Mr. Chris Parrish, from the Fort Belvoir Field Office, U.S. Army Audit Agency, joined HQ USAREUR in November, 2002, for a six month assignment in the Balkans.  Chris first deployed to Task Force/Area Support Group Eagle, Tuzla, Bosnia and will later deploy to Camp Bondsteel, Kosovo.  USAREUR appreciates Chris volunteering for an assignment with command to assist with its audit mission in the Balkans.  We wish him much luck in his temporary position and assignment. 

· W. H. "Wally" Wallace has been assigned to the USAR IR as an Auditor from the 90th RSC.  Wally will be dealing with the Training Area and the Symposium.
· MAJ Rosseta Pride has been assigned as auditor to the 90th RSC.
Farewell – 

· Mr. Anton (Tony) R. Hopp, Chief, HQ Operations Support Command IRAC Office, is retiring effective 3 Feb 03 after 32.5 years of Federal Service.  Tony plans to spend his retirement enjoying the recreational opportunities of Northern Wisconsin.
· Ms. Michele Holman, HQ USAREUR IRACO, accepted a position with the 98th Area Support Group IRACO, Wuerzburg, Germany, in October 2002.  During her tenure she made significant contributions and she was instrumental in providing assistance to auditors and investigators throughout the command to facilitate audits and investigations on the Government Purchase Card Program.  Michele and her family will be truly missed.  We wish her much happiness and success in her new position at the 98th Area Support Group, IRACO “Team of Teams.”
· Mr. John Retzloff and Mr. Robert Donner, on detail to HQ USAREUR IRACO, departed in September and October 2002, respectively, to their positions with U.S. Army Audit Agency.  John and Bob had been assigned to the Task Force Falcon/Area Support Group Falcon Audit Cell, Camp Bondsteel, Kosovo since March 2002.  Mr. Whanger, Chief, IRACO, HQ USAREUR awarded both with the Armed Forces Civilian Service Medal and a Scroll of Appreciation for their selfless service and contributions to improve operations in the Balkans.  USAREUR is grateful for their contributions and wishes them both much success in the years ahead.
· On 20 November 2002, HQ USAREUR IRACO bid “Auf Wiedersehen” to Mr. Frank Loeb at his farewell luncheon attended by his colleagues and friends.  Frank accepted a position with the Defense Information Systems Agency, in Arlington, VA, in December 2002.  During his tenure, Frank made significant contributions to assist IRACO in meeting its mission not only in Germany, but in the Balkans.  We’ll all miss Frank’s cheerfulness and we wish him much success in his new position. 

· Mr. David Chappell, from the Aberdeen Field Office, U.S. Army Audit Agency, joined HQ USAREUR IRACO in October, 2002, for a six-month assignment, and deployed to the Task Force Falcon/Area Support Group Falcon Audit Cell at Camp Bondsteel, Kosovo.  USAREUR is very appreciative that David volunteered to assist with the command’s audit mission at KFOR.  We wish him much luck in his temporary assignment.
· In August, 2002, Mr. Todd Johns, HQ USAREUR IRACO transferred to the USAREUR’s Contingency Operations Directorate, now part of Office, Deputy Chief of Staff, Operations.  This office is responsible for tracking and monitoring personnel assigned to the command’s Contingency Operations.  We wish Todd much luck in his new position.
· DA IR would like to bid farewell to Mr. Hershel Rodgers, AAA Huntsville Office.  Hershel spent four months with DA IR (July-Oct 02) in a developmental assignment.  He performed in an outstanding manner and was awarded a distinctive plaque and IR coin upon his departure.  He will be sorely missed.
Personals –

· As you all know by now, Mr. Dominic D'Orazio, CECOM IRAC, is heavily involved in the Boy Scouts program.  In the June 2002 IR Journal, it was reported that Dominic was given an Indian name for being selected for the Vigil Honor within the Order of the Arrow, a separate organization within the Boy Scouts.  Dominic's official Indian name is "Mawachpo Atschimolsin Woapalanne" which translates to "Treasurer Who Counsels Eagles".
· A “GET WELL SOON” goes out to Ms. Janetta McMillan, USASOC IR, who’s been undergoing treatment for non-Hodgkin's Lymphoma.  Please keep her in your hearts and prayers.
· An “ATTABOY” and “Welcome Home” is sent along to Mr. Fred Carballo, USARPAC IR, on getting back to work from his treatments in Baltimore for Lymphoma.  Fred has started back slowly and should be back full-time later this month!  Stay well, Fred!
· Mr. Lane Haskew, senior auditor, NGB-IR, is currently in the hospital undergoing surgery in connection with his diabetes.  We all wish Lane a speedy recovery.
· Mr. Steve Thompson, SAAA-IR, is undergoing treatment for cancer.  Our hearts and prayers go out to Steve.  
Professionalizing - 
· Congratulations to the following individuals for successfully completing the Audit Process Basic Course, 21 October – 1 November, Nashville, Tennessee.

· Ms. Paula Capps, USAARMC and Fort Knox

· Ms. Donna Sitero, HQs Army Reserve

· MAJ Robert Sullivan, 88th RSC

· MAJ Rosetta Pride, 90th RSC

· Ms. Ruth Crompton, 70th RSC

· 1LT Gabriel Rondon Rodriguez, 65th RSC

· Mr. David Elliott, INSCOM

· LTC Jerome Wilson, USASOC

· Ms. Jennifer Finnegan, MO NG

· Mr. Michael James, MO NG

· LTC John Ricottilli, RI NG

· Mr. Alan Baber, AR NG

· Ms. Seanna Hughes, USVI NG
Promotions –

· Ms. Chris Linthicum, CECOM IRAC, was promoted to GS-12 on 21 October 2002.  Way to go, Chris!

· Ms. Mela Gracia, HQAMC, successfully completed the DA intern program.  On 1 December 2002, she was promoted to a GS-11 staff auditor.  Congratulations Mela!

Reassignments – 

· With the stand up of the Ground Systems Industrial Enterprise (GSIE), Ms. Betty Dickson, GS-11 auditor, has been realigned from the HQ Operations Support Command (OSC) IRAC staff to TACOM-Warren, effective 21 Oct 02.  Betty will provide on-site audit/audit liaison support to the GSIE at Rock Island, IL.  Industrial facilities and on-board audit staffs at Sierra Army Depot, Rock Island Arsenal, and Watervliet Arsenal were also realigned to the TACOM family as a result of this transition.

· MAJ Ilona Kabai, Auditor 90th RSC, has been reassigned to the 94th RSC Operations.


"What lies behind us and what lies before us are tiny matters compared to what lies within us."

-Oliver Wendell Holmes 
PROMOTION!  PROMOTION!  PROMOTION!!!!

by Mr. Wally Wallace, USAR IR

HAVE YOU HEARD ABOUT IT?????

CONGRATULATIONS TO THESE SELECTED FOR PROMOTION TO 

“COLONEL”
LTC (P) JACK M. ANDERSON
70th RSC Internal Review

LTC (P) MICHAEL J. BENDICH   377th TSC Internal Review

LTC (P) GARY A. MAJOR  

89th RSC Internal Review

LTC (P) CHARLES E. SEASTRUNK, III
   108th DIV (IT) Internal Review
Former Chief of IR:

LTC (P) MICHAEL A. DANGERFIELD
90th RSC

LTC (P) IRENE N. WHEELWRIGHT
99th RSC 

IS THE FOLLOWING A FACT OR A MYTH?

Hey there Army Reserve LTC or MAJ, you do not want one of the staff jobs like Internal Review or work in that section because they are not good for getting promoted or you will never get promoted being in one of those positions.  It is a do nothing dead-end position. Have you ever heard this type comment?  If not, you just have not been around very long. 

Consider the following in developing your answer:

Think:  Who was their rater and senior rater?  Could it be the Chief of Staff or Deputy Commander?  If so, who was their Senior Rater?  Hmmmmm!

Think:  Who read their audit reports?  Could it be the entire command group?

Think:  Whom did they brief on the results of the audit reports?  Would it be the Chief of Staff, Deputy Commander, the Commanding General or all of these?

Think:  Who approved the recommendations in the audit reports?  The Commanding General?

Think:  Who signed the directive to implement the approved recommendations from the audit report?  The Chief of Staff or Commanding General?

Think:  Who requested IR to provide facts with recommendations?  Not only the command group at the headquarters, but commanders in the field.

Think:  Does this give you visibility?  You bet and sometimes it even puts them in the old hot seat. 

Conclusion: Myth.  Just ask the above named individuals recently selected for promotion.


"The world is so fast that there are days when the person who says it can't be done is interrupted by the person who is doing it." 

-Anon.


Internal Review Steering Group to Meet

The Internal Review Steering Group (IRSG) will meet in January 2003.  Please forward issues you’d like discussed to your IRSG representatives.

Current IRSG members are:

Mr. John Templeton – USACE – Chairman

Mr. Archie Ford – AMC

Mr. Walt Morrison – NGB

Mr. Frank Bono – AR

Mr. George Sullivan – SAAA

Mr. Bill Whanger – USAREUR

Mr. Frank Slayton – TRADOC

Mr. Bill Check – CFSC

Mr. Fred Carballo – USARPAC

Mr. Dennis Joe – FORSCOM

Mr. Rohm Thompson – MEDCOM

Mr. Donald Ripp, USARSO – At-Large

Ms. Sonya Moman – MDW – At-Large

Mr. Ted Wendel – USMA – At-Large


"It is a besetting vice of democracies to substitute public opinion for law. This is the usual form in which masses of men exhibit their tyranny." 

-James Fenimore Cooper

The Changing Role of IR

by Mr. Archie Ford; AMC IR

The role of the Army’s Internal Review and Audit Compliance (IRAC) office is an inherent and necessary function to the Army, especially to its commands.  The Army, as an organization, and the auditing profession, in general, are both experiencing profound changes.  As the Army changes its doctrine and management philosophy, the internal review auditor will have to assume new roles.  

To begin to explore new roles, we need to keep on the forefront – “Why does internal review exist?” and; “How does internal review add value to the command?”  

Why do we exist?   According to the DA IR Guide, “Commanders will rely on their internal review capability and other facets of their management control system to ensure the preservation and proper use of resources.  . . . The internal review office provides a professional, objective and independent analytical capability not found elsewhere in his/her staff.”   

How do we add value?  Typically by  (1) gaining an understanding of the command’s system of management control, determine its functioning, and evaluate its effectiveness to ensure the safeguarding of, accounting for, and proper use of resources;  (2) determining fairness, consideration will be given to the accuracy and reliability of recorded assets, liabilities, fund balances, costs and expenses;  (3) appraising the adequacy and effectiveness of proposed and existing policies, systems, procedures, and practices in all areas of command operations and making constructive recommendations for improvement; (4) analyzing problem areas for the purpose of recommending actions necessary to ensure solutions or to eliminate causes leading to the recurrence of known problems; performing external audit liaison services; and (5) providing advice and analytical assistance to the commander and staff directors when requested.

Nevertheless, change is ongoing everywhere in the federal government, in our agency, and therefore in our respective organizations.  As long as we’re part of the federal government, change will affect us constantly.

In conjunction with the changes affecting our commands, I am suggesting that we consider focusing our talents on the right things as well as doing things correctly.  We need to observe the changes taking place and warn our leaders of potential problems.  The auditors should help ensure that no fatal errors are made.  We need to help improve processes and operations, and advise the command's leaders.  Yes - - I’m saying - - Consult!  It is still one of the most valued services offered by auditors.  And finally, we need to ensure that the command remains true to its strategy and purpose throughout transformation.  

It is up to each IRAC auditor to ensure that their office is in complete synchronization with the changes taking place within their command and to develop an understanding of the needs of your leaders.  As the command changes,  IRAC contributions (product and services) must also change to continue to add value.


"Not everything that can be counted counts, and not everything that counts can be counted." 

-Albert Einstein 
 

True or False

(From Page 7)

False

“If you *don't* try to hold your breath, exposure to space for half a minute or so is unlikely to produce permanent injury. Holding your breath is likely to damage your lungs, something scuba divers have to watch out for when ascending, and you'll have eardrum trouble if your Eustachian tubes are badly plugged up, but theory predicts -- and animal experiments confirm -- that otherwise, exposure to vacuum causes no immediate injury. You do not explode. Your blood does not boil. You do not freeze. You do not instantly lose consciousness. 
Various minor problems (sunburn, possibly "the bends", certainly some [mild, reversible, painless] swelling of skin and underlying tissue) start after ten seconds or so. At some point you lose consciousness from lack of oxygen. Injuries accumulate. After perhaps one or two minutes, you're dying. The limits are not really known.” 

(Source: Urban Legends Website- http://www.urbanlegends.com/death/bodies_explode_in_space.html)


"We never know the worth of water 'til the well is dry." 

-English Proverb  




Happy New Year! 


Legally Speaking

by Mr. Matt Reres, Deputy General Counsel (Ethics & Fiscal) 

Standards of Ethical Conduct

I.  Introduction

This is the last in a trilogy of articles focusing on the Standards of Ethical Conduct rules for dealing with non-Federal entities. The first article involved: "Army Relationships With Private Organizations (AKA: Non-Federal Entities)."  We discussed the different rules that govern our personal and official participation in, and relationships with, Non-Federal entities (NFEs). We provided lists of what is permissible (e.g., it is lawful to appoint an officer as an official liaison to the private organization) and what is impermissible (e.g., it is illegal to appoint an officer as a command point of contact for the private organization's membership drive).

The second article involved what degree of support we could provide to NFE events. We identified the restrictions imposed on those who request support on behalf of a private organization (e.g., federal officers or employees are prohibited from representing NFEs as agents with the Federal government); and on those who participate in the decision to provide support (e.g., federal officers or employees may be disqualified from participating in a decision affecting an NFE because of conflicts or appearances of conflicts of interest). We then discussed the specific criteria that must be met before we can decide to participate at any NFE event or provide other support. Finally, we concluded with some suggestions about whether we should provide support even if all the criteria were met.  We suggested that in some cases that it might be more appropriate if the event was treated as an Army event, or if the event was at least co-sponsored by the Army.  We promised to follow-up with a third article, this time dealing with the co-sponsorship of events with NFEs.

II. What is a Co-Sponsored Event?

A co-sponsored event is a cooperative effort between the Army (represented by a command or other organization) and some NFE (usually a nonprofit organization) to sponsor and present a scientific, technical or professional event where there is a bona fide "mutuality of interest" between the two parties. The event might be a conference, seminar, symposium, educational program, or a similar type of event where attendance is open to other than to Federal employees.

There are other types of co-sponsored events involving civic and community activities, such as a motorcycle rodeo co-sponsored by the installation Provost Marshal Office and the local civilian police department. However, this article will limit itself to the professional type of event. Moreover, to avoid any confusion, the commercial sponsorship of morale, welfare and recreational (MWR) activities is other than a co-sponsorship event and is other than a subject of this article.

"Mutuality of interest" means that there is a demonstrable substantive interest in the subject matter of the event by both parties, and it is the essential ingredient to any co-sponsorship. Otherwise, the Army is merely "using" the organization to assist it arranging the event thereby creating potential claims against the Army and raising the issue of unlawful augmentation of appropriations. If a true mutuality of interest fails to exist, or is only marginal, the proper and lawful approach is to contract for the support that this organization would provide.  

III. Are Co-Sponsored Events Permissible?

Department of Defense (DOD) Directives formerly prohibited DOD Components from co-sponsoring events with private organizations. With the advent of the DOD Joint Ethics Regulation (JER) (DOD 5500.7-R) on 30 August 1993, however, the rule was changed to permit co-sponsorship, but subject to a number of requirements and restrictions.

First, there must be a determination that the subject matter of the event involves scientific, technical or professional issues relevant to your mission.  Who makes this determination? You do as the head of the command or organization, which proposes to participate in the co-sponsorship. Second, following closely on the heels of the subject matter requirement, you must also determine that the purpose of the co-sponsorship is to transfer federally developed technology, to stimulate wider interest and inquiry into scientific, technical or professional issues, and to ensure that the event is opened to interested parties.   A closed event is one that is open only to Government personnel and members of the NFE.

The first two criteria mean that it must be fiscally and legally proper for the Army to hold this event in the first place. However, we may want to hold the event in conjunction with an NFE because the "mutuality of interest" between the Army and the NFE enhances our ability to transfer the technology or to stimulate this wider interest and inquiry into the issues.

The third requirement is that the NFE must be a recognized scientific, technical or professional organization approved by the Army Designated Agency Ethics Official (DAEO) (the Army General Counsel) for this purpose. As of the date of this article, the DAEO has approved the following as organizations with which the Army may enter into co-sponsorship arrangements:

(
Scientific, technical or professional organizations exempt from Federal income taxation under 26 U.S.C. § 501(c)(3);

(
Foreign, state and local governments for co-sponsorship of scientific, technical or professional events;

(
Armed Forces Communications and Electronics Association, International (AFCEA);

(
National Security Industrial Association (NSIA); and

(
Army Aviation Association of America, Inc. (AAAA).

Finally, there must be a "cooperative agreement." The JER sets out some specific statutory authorities for these agreements. Most events, however, will fall outside the purview of the listed laws. Nevertheless, there must still be a written "cooperative agreement" that covers the following:

(
The nature and purpose of the event

(
What the Army undertakes to do 

(  What the NFE undertakes to do 

(  Funding responsibilities and admission fees

(
  Disclaimers 

(   No Endorsements

          Nature and Purpose. A clear and comprehensive statement here establishes the "mutuality of interest" referred to above, and also serves as a written record that all mandatory criteria have been satisfied.


Army and NFE Undertakings. This sets out the mutually agreed responsibilities of the parties for obtaining the conference room, making hotel arrangements, printing the brochures, providing security, notifying and providing speakers and panelists, obtaining and setting up audio-visual aids, communications, and computers, and so on. Experience has shown that this results in a more disciplined approach to the event with less chance of crucial issues failing to be resolved.

Funding Responsibilities and Admission Fees. It is important to agree ahead of time who is going to incur what costs, and what fees are going to be charged by whom. It is unnecessary for the actual fees to be written into the agreement, but the agreement should reflect the following principles. The agreement should take into account that whatever the Army collects must be deposited to the U.S. Treasury. Further, the same rules concerning fees for events that you might want to "support," as we explained in our second article, apply here. If an admission fee is charged, the fee structure should be designed to recover the reasonable costs of putting on the event. Finally, it is appropriate to seek and accept a reduced fee for Army or DOD participants to reflect the extent of the Army participation.

Disclaimers. To avoid Anti-Deficiency Act issues or violations, the agreement should include a provision that the Army is immune from liability if the Army elects to reduce the level of its participation or even if it must withdraw entirely, and that the NFE agrees to waive all claims against the Army. Certainly, the Army would enter into such an agreement only with every intention of performing to the spirit and letter of the agreement. However, events may conspire against us: priorities might change; there might be a freeze on official travel for conferences; a major deployment occur, etc.. Because of these possibilities; the disclaimer must be included.

No Endorsement. Finally, the NFE must agree that it will under no circumstance use the fact of the Army's co-sponsorship of the event to imply that the Army endorses the NFE or its other events. The NFE is prohibited from using the co-sponsorship in its promotions to attract financing, membership, or attendance at other events. Related to this, the brochure and other publicity that the NFE develops to promote the co-sponsored event should be carefully scrutinized to ensure that it is factual and there are no improper appearances of Army endorsement of the organization. A statement of "no endorsement" should be included in the brochure and other advertising literature.

You may discover that the organization with which you intend to co-sponsor an event is reluctant to enter into a "cooperative agreement." First of all, the NFE may never have done this before because, prior to 30 August 1993, co-sponsorships were unauthorized. The NFE might also be concerned about entering the labyrinth of Government contracting.

Yes, this is a contract. However, we call it a "cooperative agreement" to distinguish it from the usual contracts signed only by contracting officers that are written, competed, executed and administered according to volumes of acquisition laws and regulations. Usually, you or someone who works for you will sign the agreement. With two exceptions, the agreement may be modified: however, the disclaimers and the NO endorsement provisions must remain. The parties can agree to change any other aspect of the agreement when it serves their needs. Even as to the disclaimers, we can agree to give the NFE notice as early as possible concerning any changes in our participation and to work with the NFE to help minimize the impact of any changes.

IV.
IN CONCLUSION

Yes, co-sponsoring an event with a NFE is always an option. But, there must be this "mutuality of interest." In addition, the NFE must be "approved" by the DAEO, and you must determine that it meets the other criteria of the Joint Ethics Regulation. Finally, the co-sponsorship must be memorialized in a written agreement.

What does this mean? This means that the event is now an Army event. You can endorse it, promote it, direct personnel to support it, and participate in it fully as you would any other Army program. However, it is also an event of the NFE; accordingly, you must remember the rules about conflicts of interest: Army personnel who are officers, directors, trustees, employees, or active participants of the NFE are unable to participate in these official matters because either the NFE is a party to the matters or the Army personnel will have a financial impact on the NFE; similarly, Army officers or employees generally are prohibited from representing the NFE in dealing with any part of the Federal government.

If you want to co-sponsor an event with an NFE, you should seek the early advice and counsel (six months, in advance of the event) of your Ethics Counselor to assist you in determining whether co-sponsorship is appropriate, ensuring that Army personnel working on the program are free of any conflict of interest, and drafting the provisions of the agreement.


"As scarce as truth is, the supply has always been in excess of the demand."
-Josh Billings

In Touch

by Frank Bono, IR Director, USAR,

 Member of the International Committee on Government Relations, Institute of Internal Auditors    
The Priority of Values in Corporate America

Has corporate America acquired a "bottom-line" management style with a "win at all costs" mentality?  Or is there still room in the corner office for a little integrity?  Recently 175 American Management Association (AMA) Executive and Council Members completed a survey on values in their corporations.  Here is a summary of the results of their answers - in rank order from 1-18 - when asked the questions "What are the stated values of your organization?" and "To what extent is each of these values practiced in your organization?"

Stated Values



Not at All
Some of the Time
Most/All of the Time

Customer Satisfaction
2%


22%


76%

Ethics/Integrity
 2%


23%


72%

Accountability
 2%


37%


61%

Respect for Others
 3%


37%


60%

Open Communication
 6%


50%


44%

Profitability/Success
 7%


30%


63%

Teamwork
 3%


55%


42%

Innovation/change
 4%


56%


40%

Continuous Learning
 7%


50%


43%

Positive Work Environment
 6%


50%


44%

Diversity
 9%


56%


35%

Community Service
10%


55%


35%

Trust
 7%


47%


46%

Social Responsibility
 9%


59%


32%

Security/Safety
 2%


40%


58%

Empowerment
 9%


62%


29%

Employee Job Satisfaction
 7%


64%


29%

Having Fun
17%


66%


17%

86% of the respondents answered yes when asked, "Are the corporate values of your organization specifically written or stated?"  And 64% answered yes that their corporate values are linked to performance evaluations and compensation.

Additional information can be obtained at www.amanet.org/research.

(Printed with permission of the AMA.)

"To laugh often and much; to win the respect of intelligent people and the affection of children; to earn the appreciation of honest critics and endure the betrayal of false friends; to appreciate beauty, to find the best in others; to leave the world a little better; whether by a healthy child, a garden patch or a redeemed social condition; to know even one life has breathed easier because you have lived. This is the meaning of success." 

-Ralph Waldo Emerson  

The Next Edition of The IR Journal

Our next edition of The IR Journal will be published during March 2003.  Articles and information for the March edition should be received on or before 10 March 2003.  Input should be forwarded via e-mail whenever possible.  Articles and other materials are to be forwarded using the Times New Roman font, 10 pt.


The IR Journal

is an unofficial newsletter for the Army Internal Review community published by the Office of The Auditor General of the Army.   Its objective is to keep readers informed of issues that may affect or have affected the Army’s Internal Review Program, the US Army, the internal audit profession or auditing in the Federal government.  The IR Journal will not be used to announce new or revised Army policy.  It will however, discuss new or changed policies subsequent to official announcement.  Finally, The IR Journal will seek to entertain its readers.


The editorial staff would like to hear your comments and ideas on improving The IR Journal.  We would also ask you to submit articles, questions, good news, lessons learned, innovative audit techniques employed, recommendations for training, or letters to the editor.


We ask DA Staff and MACOM Internal Review offices to provide us with information on promotions, awards, new assignments, professional certifications, births, marriages, etc.  This is your publication, so please help us serve you better.


Please feel free to contact our editorial staff – Bob Barnhart and Michelle Doyle, at anytime.  They can currently be reached at DSN – 761-6004/9847, COMM (703) 681-6004/9847, or e-mail:  Robert.Barnhart@aaa.army.mil or Michelle.Doyle@aaa.army.mil.
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ATTACHMENT

Graduate School, USDA

FY 2003 Schedule

Army Management Control Courses 

Army Management Control Administrators’ Course

COURSE DESCRIPTION:
This two-day course provides Army Management Control Administrators with comprehensive training necessary for them to perform their job.  This training includes guidance on how to develop a Management Control Plan, conduct an effective management control evaluation, identify material weaknesses and establish plans to correct them, and prepare annual statements of assurance.  (NOTE:  Participants are required to bring their Management Control Plans to class.)

TUITION:
$395.00                    SCHEDULE:

	    LOCATION
	             DATES
	        LOCATION
	             DATES

	Atlanta, GA 
	2/6-7/03 (Th, F)
	Heidelberg, Germany
	5/21-22/03 (W, Th)

	Denver, CO
	3/11-12/03 (T, W)
	 Scottsdale, AZ
	6/17-18/03 (T, W)

	Las Vegas, NV
	4/22-23/03 (T, W)
	 Kansas City, MO
	7/15-16/03 (T, W)

	Washington, DC
	5/14-15/03 (W, Th)
	 Orlando, FL
	11/5-6/03 (W, Th)


For additional information or to enroll in this course you may visit us online at http://www.grad.usda.gov/catalog/alpha_CourseDescription.cfm?code=AUDT9015G-W01.  

You may also contact the class coordinator, William Turman, by phone at (202) 314-3552 or (800) 326-7813, or by email at william_turman@grad.usda.gov.
On-site Courses

  In addition, the Graduate School, USDA offers two courses that are taught on-site by contract:

Army Management Control                  Administrators’ Course

Course description:  Same as above.

Cost:  $4,800 for up to 20 students ($50 for each additional) plus travel/per diem for the instructor.
Army Management Control Process Course

Course description:  This one-day seminar covers the statutory and regulatory requirements of the Army's management control process, the underlying Army philosophy on management controls and the major elements of the Army's process. Emphasis is placed on the basic responsibilities of key players in the Army Management Control Process.  This is primarily an overview course and is not intended to provide the detailed guidance needed by Management Control Administrators. 

Cost:  $2,500 for up to 20 students ($50 for each additional) plus travel/per diem for the instructor.

For further information on these on-site courses, contact Erica Butler by phone at (202) 314-3555 or (800) 326-7813 or by email at erica_butler@grad.usda.gov.












Have a Wonderful Holiday Season 


And


A Healthy and Happy New Year!!








� These examples are the author’s personal experiences as the internal auditor in charge of the audits.


� The Government Accountants Journal, Volume 46, spring 1997, pp. 24-27.


� Ibid., p. 26


� Ibid., p. 25


� Ibid., p. 26
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